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1
SYSTEM FOR PERFORMING PARALLEL
FORENSIC ANALYSIS OF ELECTRONIC
DATA AND METHOD THEREFOR

FIELD

The present disclosure relates generally to the field of data
forensics and, more specifically, to identifying a characteris-
tic in large amounts of data using multiple processors.

BACKGROUND

The field of data forensics is concerned with the analysis of
data obtained from third-party sources. For instance, a law
enforcement agency may take possession of a computer hard
drive and desire to know the contents. An intelligence agency
may collect large amounts of data from one or more electronic
sources and may need the information reduced to a searchable
format. More prosaically, a company may store large archives
of data which are not typically accessed, or a computer hard
drive may be damaged in some way, resulting in a need to
recover the stored data.

In computer forensics, investigators may need to consider
every byte of data of a set of electronic data or “evidence file”,
such as a copy of a hard drive (known in the art as a “disk
image”) or other digital storage media, and treat this data with
intensive process, such as looking for known contraband,
highlighting images of child pornography and counterfeit
currency, recovering internet web surfing history, searching
for keywords related to the investigation, and other processes.
Common, therefore, among applications of data forensics is
the desire to turn a relatively large amount of potentially
disjointed and fragmented electronic data into a useful format
for a subsequent analysis.

Traditionally, data forensics has proceeded by sequentially
stepping through the data on which the analysis is being
performed using a processor. Inherent in the need to perform
a forensic analysis in the first place is the reality that the data
is not understood prior to conducting the forensic analysis.
Consequently, a computer hard drive with fragmented data
may still be entirely useful, since the location of the various
fragments of'the files are known, as well as other information
about the files known in the art as “metadata”, including file
and folder names, associated timestamps, and other fields
related to their use. However, when a forensic analysis is
needed, many investigative processes may either desire or
require the examination of all data sectors of the storage
media, regardless of whether they are associated with extant
files.

Moreover, the analysis processes are typically not com-
bined and therefore necessitate several passes over the data.
However, even if they were combined so that only a single
read of the data was necessary, the amount of computation
required usually results in total throughput being consider-
ably less than the sustained transfer rate of the disk. For
example, although a disk could be read at one hundred (100)
megabytes per second, it’s quite possible that a keyword
search could result in only one (1) megabyte per second of
throughput. Searching a one (1) terabyte disk at that rate
would require over twelve (12) days of processing time.

Itisknown in various forms of data computation and analy-
sis, such as searching algorithms, to utilize parallel process-
ing to reduce the total analysis time. In such embodiments, the
subject data to be analyzed is broken up into parts and dis-
tributed to multiple processors. Each processor, acting inde-
pendently, then analyzes its part and provides a report. Cer-
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tain applications, such as those related to Internet searching
functions, utilize many thousands of processors in parallel to
analyze data.

However, the field of data forensics has long proven unable
to incorporate parallel processing in the way that Internet
searching has been able to do. While forensics requires a high
degree of precision in order to fully analyze the relevant data,
Internet searching, for instance, does not require a highly
precise understanding of the entire Internet; users of an Inter-
net search engine will not be massively inconvenienced if the
occasional website is missed in an analysis of the Internet.
Furthermore, the files which are the subject of a forensic
analysis may be several gigabytes or more, while a typical
website may be a few megabytes or less. Finally, the data to be
analyzed forensically may vary widely in format and kind and
may be fragmented or corrupted compared to traditional data
processing applications, which may tend to consider struc-
tured or semi-structured records in limited formats, such as
html files on websites, financial transactions in a database,
and the like.

SUMMARY

Consequently, the act of breaking data into segments for
parallel processing has, in data forensics, tended to result in
individual files in the data being broken up among the various
segments. In so doing, the files may not be properly analyzed
for content; if the beginning of a file is in a first segment and
the end of a file is in a second segment, and each segment is
sent to a different processor, neither processor may be able to
determine what is in the file. Moreover, a file may be frag-
mented in unordered, nonsequential ranges of sectors across
the disk image. When segmentation happens at an Internet
search engine, the website which makes up the file may
simply not be analyzed at that time which, owing to the scope
of the Internet, may be at worst an inconvenience. Alterna-
tively, special handling may occur to read the remaining data
in the file from the next segment, as it may be believed not to
be otherwise fragmented. By contrast, the failure to analyze a
file in a forensic analysis may result in critical data being
missed.

Moreover, because such files in data forensics tend to be
relatively few but large, the likelihood of a file being broken
up between segments is relatively high.

The challenges of applying parallel processing to data
forensics has been addressed through characterizing the data
prior to processing the data. Rather than simply dividing the
data into segments and distributing the segments to proces-
sors, the data is instead characterized and distributed to the
processors on the basis of the characterization. In various
forms, the data may be characterized to identify the locations
of'the files and create the segments for analysis on the basis of
the characterization. As a result, derivative or secondary seg-
ments may be created which incorporate complete files,
rather than fragments of files. In this way, each processor may
be assigned a segment with the understanding that each file in
the segment is complete.

In various cases, the location and manner in which the
characterization occurs may vary. When the structure of the
data is either well understood or is capable of being well
understood, such as when the file system data of a storage
media is known or the data is collected by an intelligence
agency in a known method, the characterization may be per-
formed by a central controller and the segments distributed to
the processors properly formatted for analysis in the first
instance. However, in cases where the structure of the data is
not well understood, for instance, where the file system data
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of'ahard drive is unavailable, the data may be first broken into
segments and distributed to each processor, which may then
relatively quickly characterize its own segment for file struc-
ture. On the basis of the characterization from each processor,
a controller may rearrange the segments so that each proces-
sor has complete files for subsequent in-depth forensic analy-
sis.

In an embodiment, a system for conducting a forensic
analysis of electronic data comprising a plurality of files and
information indicative of a location of each of the plurality of
files comprises a plurality of processors and a controller
operatively coupled to the plurality of processors. The con-
troller is configured to characterize the electronic data based,
at least in part, on the plurality of files and the information
indicative of the location of each of the plurality of files to
obtain a characterization and distribute a plurality of seg-
ments of the electronic data to the plurality of processors
based, at least in part, on the characterization, each of the
plurality of processors corresponding to at least one of the
plurality of segments and each of the plurality of segments
corresponding to at least one of the plurality of processors.
Each one of the plurality of processors is configured to pro-
cess each corresponding one of the plurality of segments to
identify at least one characteristic of each corresponding one
of the plurality of segments.

In an embodiment, the controller is further configured to
create a work process for the plurality of segments of the
electronic data based, at least in part, on the characterization,
and the controller is further configured to distribute the plu-
rality of segments of the electronic data to the plurality of
processors based, at least in part, on the work process.

In an embodiment, the plurality of segments account for all
of the electronic data.

In an embodiment, the controller is further configured to
distribute the plurality of segments so that each individual one
of the plurality of files is wholly contained in at least one of
the plurality of segments.

In an embodiment, the characteristic identified for each
corresponding one of the plurality of segments comprises
information pertaining to at least one of the plurality of files
corresponding to the corresponding one of the plurality of
segments.

In an embodiment, the information comprises contents of
the at least one of the plurality of files.

In an embodiment, the information indicative of a location
of'each of the plurality of files is file system data, and wherein
the controller is further configured to characterize the elec-
tronic data based, at least in part, on the file system data.

In an embodiment, the plurality of segments is a second
plurality of segments, and the electronic data is initially
divided into a first plurality of segments, each individual one
of'the first plurality of segments being approximately equal in
size and comprising at least a portion of at least one of said
plurality of files. The controller is further configured to char-
acterize the electronic data to obtain the characterization by
identifying, for at least some of the plurality of files, segments
of the first plurality of segments to which each one of the at
least some of the plurality of files correspond. The controller
is further configured to divide the electronic data into the
second plurality of segments based, at least in part, on the
characterization, at least some of the second plurality of seg-
ments being of different size and comprising at least a portion
of at least one of the plurality of files.

In an embodiment, each of the plurality of files has a file
start and the controller is further configured to divide the
electronic data into the second plurality of segments based, at
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least in part, on a location in one of the first plurality of
segments of each file start of the plurality of files.

In an embodiment, each individual one of the plurality of
files has a correspondence in primary part to one of the first
plurality of segments and the controller is further configured
to divide the electronic data into the second plurality of seg-
ments based, at leastin part, on the correspondence in primary
part of each individual one of the plurality of files.

In an embodiment, a method for conducting a forensic
analysis of electronic data comprising a plurality of files and
information indicative of a location of each of the plurality of
files comprises the steps of characterizing the electronic data
based, at least in part, on the plurality of files and the infor-
mation indicative of the location of each of the plurality of
files to obtain a characterization, distributing a plurality of
segments of the electronic data to the plurality of processors
based, at least in part, on the characterization, each of the
plurality of processors corresponding to at least one of the
plurality of segments and each of the plurality of segments
corresponding to at least one of the plurality of processors and
processing with the plurality of processors each correspond-
ing one of the plurality of segments to identify at least one
characteristic of each corresponding one of the plurality of
segments.

In an embodiment, the method further comprising the steps
of creating a work process for each of the plurality of seg-
ments of the electronic data based, at least in part, on the
characterization and distributing step the plurality of seg-
ments of the electronic data to the plurality of processors
based, at least in part, on the work process.

In an embodiment, the dividing steps further comprises
dividing all of the electronic data into the plurality of seg-
ments.

In an embodiment, the distributing step further comprises
distributing the electronic data so that each individual one of
the plurality of files is wholly contained in at least one of the
plurality of segments.

In an embodiment, the characteristic identified for each
corresponding one of the plurality of segments comprises
information pertaining to at least one of the plurality of files
corresponding to the corresponding one of the plurality of
segments.

In an embodiment, the information comprises contents of
the at least one of the plurality of files.

In an embodiment, the information indicative of a location
of each of the plurality of files is file system data, and the
characterizing step further comprises characterizing the elec-
tronic data based, at least in part, on the file system data.

In an embodiment, the plurality of segments is a second
plurality of segments, and the method further comprises ini-
tially dividing the electronic data into a first plurality of
segments, each individual one of the first plurality of seg-
ments being approximately equal in size and comprising at
least a portion of at least one of said plurality of files, char-
acterizing the electronic data to obtain the characterization by
identifying, for at least some of the plurality of files, segments
of the first plurality of segments to which each one of the at
least some of the plurality of files corresponds, and dividing
the electronic data into the second plurality of segments
based, at least in part, on the characterization, at least some of
the second plurality of segments being of different size and
comprising at least a portion of at least one of the plurality of
files.

In an embodiment, each of the plurality of files has a file
start, and the dividing step further comprises dividing the
electronic data into the second plurality of segments based, at
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least in part, on a location in one of the first plurality of
segments of each file start of the plurality of files.

In an embodiment, each individual one of the plurality of
files has a correspondence in primary part to one of the first
plurality of segments, and the dividing step further comprises
dividing the electronic data into the second plurality of seg-
ments based, at leastin part, on the correspondence in primary
part of each individual one of the plurality of files.

THE DRAWINGS

FIG. 1 is a system for determining a characteristic of elec-
tronic data;

FIG. 2 is a simplified depiction of electronic data;

FIG. 3 is a flowchart for determining a characteristic of
electronic data; and

FIG. 4 is a flowchart for determining a characteristic of
electronic data.

DETAILED DESCRIPTION

Data forensics provides an analysis of electronic data to
allow the electronic data to be searched and understood.
Because of the large amounts of electronic data typically
involved in a forensic analysis, parallel processing may sub-
stantially reduce the time required to perform the analysis.
However, the nature of data forensics has, in the past, made
the use of parallel processing impractical. By characterizing
the data before analyzing the data, parallel processing may be
made practical for data forensics.

FIG. 1 is asystem 10 for performing a forensic analysis to
determine a characteristic of electronic data. Processors 12
are electronic microprocessors or other electronic processing
hardware well known in the art. Such processors 12 are, in
various embodiments, standard, off-the-shelf components
such as those found in commercially available computers and
servers, or are custom designed and proprietary components.
Invarious embodiments, processors 12 either incorporate the
same specifications or vary with respect to specifications. As
illustrated, processors 12 are components of various host
devices 14, with processor 12' being a microprocessor in
personal computer 16 and processors 12" being processors in
server 18. The disposition of processors 12 in FIG. 1, how-
ever, is merely illustrative, and processors 12 may be disposed
in any of myriad configurations and as components of a
variety of host devices 14. In an embodiment, processors 12
are all disposed in computers 16.

As illustrated, host devices 14 are coupled together via
network 20, which is variably conventionally wired, wireless
or both, as well known in the art. In an alternative embodi-
ment in which all of processors 12 are located within a single
host device 14, network 20 may not be incorporated. Some of
host devices 14 incorporate storage elements 22 operatively
coupled to one or more processors 12, such as a hard drive. In
an embodiment, one of storage elements 22 is a hard drive
from which the electronic data to be subjected to forensic
analysis is obtained. In various embodiments, where one
processor 12 is a component of the same host device 14 which
incorporates a storage element 22, processor 12 may obtain
electronic data for processing from the local storage element
22. Processors 12 which are not components of a host device
14 which incorporates a storage element 22 may obtain elec-
tronic data from network 20. Additionally, in various embodi-
ments, processors 12 may obtain electronic data from net-
work 20 even if processor 12 has a local storage element 22.

In an embodiment, one of processors 12 functions as sys-
tem controller 24. In such embodiments, controller 24 acts to
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control and coordinate various activities of system 10, as will
be described in detail below, while also functioning as a
processor 12 when not dedicated wholly to system control
activities. Alternatively, controller 24 is a separate component
which either does not incorporate processing functions as
possessed by processors 12, or does not use such processing
functions for the purposes to which processors 12 are utilized,
as described below.

FIG. 2 is a simplified, block-diagram depiction of elec-
tronic data 28. In various embodiments, electronic data 28
takes many forms, including data collected from sensors and
other instruments, among other sources. In addition, elec-
tronic data 28 may be collected from a single storage device
or may be an amalgamation of data from one or more diverse
sources, including multiple storage devices or non-physical
sources, such as wireless transmissions. As illustrated, elec-
tronic data 28 is an abstract depiction of the data on a hard
drive, such as may be incorporated as storage element 22, for
electronic data storage.

Electronic data 28 of the hard drive is organized in a man-
ner well known in the art, and which is illustrated here.
Electronic data 28 is divided into multiple sectors 30, each
sector 30 being configured to store at most a predetermined
amount of electronic data or information. Historically, a sec-
tor 30 is five hundred and twelve (512) bytes of data storage
space, though sectors may be smaller and, of late, sectors 30
of considerably larger size have been utilized. A plurality of
files 32, denoted by common numerals within various sectors
30, are incorporated in electronic data 28. To the extent that a
file 32' can be stored in one sector 30, the file is wholly
contained in that sector 30. To the extent that a file 32" is
larger than a single sector 30, the file is stored in more than
one sector 30. However, in various embodiments, not more
than one file 32 may occupy any one sector 30; to the extent
that a sector 30 is not wholly consumed with electronic data,
the remainder of the sector 30 stays unused. Alternative
embodiments may allow for more than one file 32 in a sector
30. Various sectors 30' are unused or unallocated and avail-
able for additional files 32 to be written. In alternative
embodiments, the location of files is managed, either in
supplement to sectors 30 or in alternative to sectors 30, by
byte ranges, such that a location of a file 32 is defined in terms
of'the addresses of the bytes that the file 32 occupies. Thus, in
certain such embodiments, a location of file 32 or a fragment
of file 32 is defined by a listing of the bytes the file 32
occupies, or as starting at a particular byte and ending at a
particular byte within the digital media.

Electronic data 28 is divided into partitions 34, regulated
by partition table 36. In various embodiments, electronic data
28 of a hard drive may be accessed by executing a startup
program, conventionally known as a “bootloader” program
and which is variably located in or incorporates partition table
36. As illustrated, each partition 34 incorporates information
indicative of a location of each of the plurality of files, such as
file system data 38, for tracking the existence and location of
files 32 within corresponding partition 34. In various embodi-
ments, the location of file 32 is a physical location. In an
embodiment, file system data 38 is one of files 32. In alterna-
tive embodiments, file system data 38, or the information
indicative of a physical location of each of the plurality of files
generally, not being one of files 32, may be located outside of
the structure of the corresponding partition 34, or such infor-
mation may pertain to more than one partition 34. File system
data 38, in various embodiments, incorporates a mapping
from the names of files 32 to the location of files 32 data onthe
hard drive, i.e. which sectors 30 comprise file 32. File system
data 38 may also know which sectors 30 in partition 34 are
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free. File system data 38 may store other fields associated
with files 32, such as creation and modification timestamps
and security permissions. File system data 38 may be
accessed to identify the location of files 32 within a partition
34, including the various sectors 30 in which file 32 is stored.

As illustrated, sectors 30 are given unique identifiers, from
sector “0” to sector “95”. File 32 “1” of partition 34 “1” may
thus be identified as being in sectors 30 “11”,“12”, “13” and
“14”.File 32 “4” of partition 34 “2” may be identified as being
in sectors “61”, “62”, “64” and “83”, i.e., the file is frag-
mented. However, because, as noted above, file system data
38 of each partition 34 incorporates the location of each file,
the fragmented sector 30 location of file 32 “4” is nevertheless
accessible.

In various embodiments, system 10 may identify charac-
teristics of electronic data 28, and in particular, characteristics
of files 32 of electronic data 28. In certain embodiments,
system 10 is configured to identify the contents of at least one
of files 32. For instance, files 32 may be searched for words,
images, sounds and other electronic content. Files 32 may be
searched for file type, date created, date modified and other
information relating to the nature of particular files 32 and
their use. However, in contrast to conventional algorithms
which incorporate multiple processors, system 10 may ana-
lyze all sectors 30 of electronic data 28 and determine char-
acteristics of all of files 32. Alternatively, particular sectors
30, partitions 34 and files 32 may be selected as a sub-part of
electronic data 28 for analysis. Nevertheless, all of the
selected sub-part may be analyzed for the characteristics of
the corresponding files 32. In addition, characteristics may be
determined for any constituent parts of electronic data 28,
including partition table 36, file system data 38 and data
which may have previously been stored in currently unused
sectors 30.

FIG. 3 is a flowchart for obtaining a characteristic of elec-
tronic data 28. As described below, FIG. 3 relates directly to
the analysis of hard drive images. However, it will be under-
stood that, with minor modifications, any electronic data may
be analyzed according to this flowchart. In various embodi-
ments, electronic data 28 is incorporated on one of storage
elements 22 of system 10. In embodiments in which a hard
drive is being analyzed, the hard drive itself is simply incor-
porated as one of storage elements 22 of system 10. Alterna-
tively, the image of the hard drive is transferred to a native one
of storage elements 22 of system 10.

Where partition table 36 and file system data 38 are avail-
able, partition table 36 and file system data 38 are read and
parsed (300) to identify the existence of files 32 and sectors 30
to which individual files 32 correspond. In various embodi-
ments, controller 24 reads and parses partition table 36 and
file system data 38. In an embodiment, controller 24 then
creates (302) a new file incorporating structured information
describing every file 32 in the electronic data 28 or sub-part of
electronic data 28, as well as partition table 36, file system
data 38, unused sectors 30, and sectors 30 unallocated to
particular partitions 34. In various alternative embodiments,
the new file incorporates some but not all of the above infor-
mation.

Steps (300) and (302) together may not, in various embodi-
ments, require more than a few seconds or minutes, owing to
the fact that steps (300) and (302) do not account for much of
electronic data 28 and their internal structures are designed to
be compact and easily read by a program operated by con-
troller 24 with minimal processing. Regardless of the specif-
ics of partition table 36 and file system data 38, the informa-
tion written to the new file may be in the same format and
capable of describing files 32 and their corresponding sectors
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30. In this way, system 10 has characterized electronic data 28
while the new file may be identified as a characterization or
generic filesystem map of electronic data 28.

In various embodiments, the characterization is then
optionally organized (304) by controller 24. The character-
ization may be organized according to various factors which
are discussed below. In an embodiment, the primary factor of
organization is the location of sectors 30 corresponding to
individual files 32. Alternatively, additional factors may be
file name, full paths to files 32, file size, and other criteria
known in the art.

On the basis of the characterization, electronic data 28 may
be divided (306) into segments 40 (FIG. 2). In an embodi-
ment, the segments 40 account for all of electronic data 28. In
the simplified, illustrated embodiment of FIG. 2, electronic
data 28 may be divided (306) by column, with all sectors 30
of each column forming a segment 40. In various embodi-
ments, electronic data 28 is divided into as many segments 40
as correspond to the number of processors 12 available to
system 10. In various embodiments, where processors 12 are
not available or not used for whatever reason, the number of
segments 40 created is reduced to correspond to the number
of available processors 12. Alternatively, more or fewer seg-
ments 40 than available processors 12 may be created, though
doing so may underutilize the resources of system 10.

In various embodiments, controller 24 divides (306) at
least some of electronic data 28 by uploading electronic data
28 and the characterization to a program known in the art for
dividing various forms of electronic data. The division (306)
may be based on a work process of electronic data 28 gener-
ated by controller 24 or processors 12 generally. One such
program is known as a mapreduce-style cluster. In various
embodiments, the mapreduce-style cluster divides electronic
data 28 sequentially into equally sized segments 40. In an
embodiment, all of electronic data 28 is divided.

Controller 24, in various embodiments utilizing the mapre-
duce-style cluster, then distributes (308) at least some of the
segments 40 to processors 12 based on the work process so
that each of the at least some segments 40 corresponds to at
least one processor 12. In an embodiment, all of the segments
40 are distributed. Where there are equal numbers of proces-
sors 12 and segments 40, each processor 12 receives one
segment 40 of electronic data 28. In any event, each processor
12 receives at least one segment 40 and each of the segments
40 is distributed to at least one processor. Itis to be understood
that, to the extent that processor 12 is not utilized to process a
segment 40, processor 12 is not deemed to be part of system
10 for the purposes of this method.

Where a given processor 12 corresponds to a local storage
element 22, local storage element 22 may store the segment
40 for processor 12. Alternatively, the segment 40 may be
stored on system memory corresponding to processor 12 or
otherwise cached. Alternatively, network 20 may stream the
segment 40 to processor 12 from a storage element 22 or
system memory not locally corresponding to processor 12.

In certain embodiments, the characterization is also dis-
tributed to each processor 12. In various embodiments, the
characterization is distributed in whole to each processor 12.
Alternatively, the characterization is distributed only in per-
tinent part to each processor 12. The pertinent part of the
characterization may differ for each processor, and may cor-
respond only to such files 32 as exist, in whole or in part,
within the segment 40 distributed to each processor 12.

Following distribution (308), sectors 30 of the segments 40
may be redistributed (310) if particular files 32 within a
segment 40 are fragmented. In various embodiments, the
processor 12 with the most sectors 30 of a fragmented file 32
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keeps fragmented file 32 while the processors 12 having
fewer sectors 30 of file 32 transmit those sectors 30 to the
majority processor 12. In an exemplary embodiment, if one
processor 12 receives a segment 40 having a file 32 with three
sectors 30 out of a total of five sectors 30 located within the
segment 40, controller 24 may direct the processors 12 cor-
responding to the segments 40 with the other two sectors 30 of
file 32 to transmit those sectors 30 to the processor 12 with the
three sectors 30 of file 32. As described here, redistribution
(310) may be based on factors other than which processor 12
has the most sectors 30 of a file 32, including, for instance,
which processor 12 has the starting sector 30 of a file 32.

Following redistribution (310), processors 12 process
(312) their assigned segments 40 in order to identify charac-
teristics of files 32. The output of processing (312), in an
embodiment, is the results of a search for keywords, file types,
and other characteristics of files 32 which were input into
system 10 by a user. Alternatively, the output of processing
(312) may be a searchable file for future searches of electronic
data 28.

FIG. 4is a flowchart of an alternative method to that of FIG.
3, which incorporates some but not all of the steps of FIG. 3.
However, related steps may utilize the same specific method-
ologies. As illustrated, electronic data 28 is characterized
(400) in order to obtain a characterization of the contents of
electronic data 28. In various embodiments, characterization
(400) occurs by incorporating some or all of steps (300) and
(302), including by analyzing files 32 and file system data 38.

On the basis of the characterization, electronic data 28 is
distributed (402) by controller 24 to various processors 12.
The distribution is by segments 40, and the segments 40 are
created by controller 24 so that each file 32 is wholly con-
tained within a given segment 40. In comparison with the
method of FIG. 3, the effects of redistribution step (310) may
be obtained without the additional steps by distributing the
segments 40 in the first instance with files 32 organized by
files 32. However, in various implementations, particularly
those with large amounts of electronic data 28 and large
numbers of files 32, it may be more efficient follow the
method of FIG. 3 and utilize all of processors 12 to redistrib-
ute sectors 30 than to rely on controller 24 by itself.

Following distribution (402), processors 12 process (404)
the segments 40 distributed to each processor 12 in order to
identify characteristics of files 32. The output of processing
(404), in an embodiment, is the results of a search for key-
words, file types, and other characteristics of files 32 which
were input into system 10 by a user. Alternatively, the output
of processing (404) may be a searchable file for future
searches of electronic data 28.

It is noted that the details of the method of FIG. 4 may be
performed in a manner the same as or similar to that of FIG.
3. For instance, distribution (402) may proceed on the basis of
a mapreduce-style cluster or a related program. The proces-
sors 12 which constitute system 10 for FIG. 4 may be evalu-
ated in view of the same considerations for what constitute
system 10 for the purposes of FIG. 3, while the number of
segments 40 distributed to each processor 12 may be the same
as in FIG. 3. All of the method steps of FIG. 3 are contem-
plated as potentially being applied to FIG. 4, either in substa-
tion of or in addition to steps of FIG. 4, and vice versa.

What follows is an exemplary application of the methods
of FIGS. 3 and 4, utilizing system 10 and electronic data 28 as
illustrated in FIG. 2. System 10, for the purposes of this
example, comprises twelve (12) processors 12, one of which
acts as controller 24, and each of which is coupled to a local
storage element 22, though not necessarily on a one-to-one
correspondence.
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In following the steps of FIG. 3 and FIG. 4, controller 24
characterizes (300), (302) and characterizes (400), respec-
tively, electronic data 28 to obtain a characterization, illus-
trated in Table 1:

TABLE 1

Characterization of electronic data 28

Start Sector Name Extent Sectors
0 Partition Table 0-3
4 Unused #1 4-5
6 /Partition 1/file system data 6-10
11 /Partition 1/File 1 11-14
15 /Partition 1/File 2 15-16
17 /Partition 1/Unallocated 1 17-18
19 /Partition 1/File 3 19-23
24 /Partition 1/File 4 24-26
27 /Partition 1/File 5 27-27
28 /Partition 1/Unallocated 2 28-39
40 Unused #2 40-47
48 /Partition 2/file system data 48-51, 64-66
52 /Partition 2/File 1 52-53
54 /Partition 2/File 2 54-55
56 /Partition 2/File 3 56-60
61 /Partition 2/File 4 61-63, 83-83
71 /Partition 2/File 6 72-79
80 /Partition 2/File 7 80-82
84 /Partition 2/Unallocated 2 84-87
88 Unused #3 88-95

By the steps of FIG. 3, regardless of this characterization,
electronic data 28 may be organized (304), divided (306) and
distributed (308) according to equally-sized segments 40
based on the number of processors 12, i.e., twelve (12), illus-
trated in Table 2. The steps of FIG. 4 forego the initial division
and distribution of electronic data 28.

TABLE 2

Initial segments

Sectors 0-7
Sectors 8-15
Sectors 16-23
Sectors 24-31
Sectors 32-39
Sectors 40-47
Sectors 48-55
Sectors 56-63
Sectors 64-71
Sectors 72-79
Sectors 80-87
Sectors 88-95

Processor 1
Processor 2
Processor 3
Processor 4
Processor 5
Processor 6
Processor 7
Processor 8
Processor 9
Processor 10
Processor 11
Processor 12

The characterization may be organized (306) according to
the first sector 30 of every file 32 and other entity (e.g., file
system data 38) in electronic data 28. As noted above, with
this characterization, controller 24 may distribute (402) or, in
the case the steps of FIG. 3, each processor 12 may optionally
decide whether to redistribute (310) for extracting or other-
wise determining a characteristic of one or more files 32
based on the starting sector 30. In such an embodiment,
segments 40 would be apportioned to processors 12 accord-
ing to Table 3.
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TABLE 3

Distribution/redistribution of segments
according to first sector location

Percentage
Total of total
Processor Files Sectors  sectors
1 Partition Table, Unused #1, 11 11.46%
/Partition 1/file system data
2 /Partition 1/File 1, /Partition 1/File 2 6 6.25%
3 /Partition 1/Unallocated 1, 7 7.29%
/Partition 1/File 3
4 /Partition 1/File 4, /Partition 1/File 5, 16 16.67%
/Partition 1/Unallocated 2
5 — 0 0%
6 Unused #2 8 8.33%
7 /Partition 2/file system data, /Partition 11 11.46%
2/File 1, /Partition 2/File 2
8 /Partition 2/File 3, /Partition 2/File 4 9 9.38%
9 /Partition 2/File 5, /Partition 5 5.21%
2/Unallocated 1
10 /Partition 2/File 6 8 8.33%
11 /Partition 2/File 7, /Partition 7 7.29%
2/Unallocated 2
12 Unused #3 8 8.33%

As can be seen, while providing a relatively straightfor-
ward scheme which is comparatively easy to implement, the
work may be somewhat unbalanced, providing processor 12
number four with sixteen (16) total sectors 30 to analyze and
processor 12 number five with none (0). Thus, alternatively,
electronic data 28 may be distributed (402) or redistributed
(310) according to which segment 40 initially had the largest
number of sectors 30 of each file 32 or other item (e.g., file
system data 38), i.e., which segment 40 has each file 32 in
primary part, according to Table 4.

TABLE 4

Distribution/redistribution according to largest file size

Percentage
Total of total
Processor Files Sectors  sectors
1 Partition Table, Unused #1, 11 11.46%
/Partition 1/file system data
2 /Partition 1/File 1, /Partition 1/File 2 6 6.25%
3 /Partition 1/Unallocated 1, 7 7.29%
/Partition 1/File 3
4 /Partition 1/File 4, /Partition 1/File 5, 4 4.17%
5 /Partition 1/Unallocated 2 12 12.50%
6 Unused #2 8 8.33%
7 /Partition 2/file system data, /Partition 11 11.46%
2/File 1, /Partition 2/File 2
8 /Partition 2/File 3, /Partition 2/File 4 9 9.38%
9 /Partition 2/File 5, /Partition 5 5.21%
2/Unallocated 1
10 /Partition 2/File 6 8 8.33%
11 /Partition 2/File 7, /Partition 7 7.29%
2/Unallocated 2
12 Unused #3 8 8.33%

In this way, while processor 12 number four now has rela-
tively few total sectors, no one processor 12 has far more or
far fewer sectors than any other processor 12, though the
distribution/redistribution process may be relatively more
complicated than the distribution/redistribution scheme of
Table 3. As has been discussed above, alternative distribution/
redistribution schemes may also be used. In certain embodi-
ments, a distribution/redistribution scheme may be utilized
which keeps complete files in each segment 40 but which
more evenly conducts the distribution to each processor 12.

Thus, embodiments of the data characterization system
and method are disclosed. One skilled in the art will appreci-
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ate that the present invention can be practiced with embodi-
ments other than those disclosed. The disclosed embodiments
are presented for purposes of illustration and not limitation,
and the present invention is limited only by the claims that
follow.

What is claimed is:
1. A system for conducting a forensic analysis of electronic
data duplicated from an electronic storage device, the elec-
tronic data comprising a plurality of files and information
indicative of a location of each of the plurality of files in the
electronic storage device, the system comprising:
a controller operatively coupled to a plurality of proces-
sors, wherein the controller is configured to:
characterize the electronic data based, at least in part, on
the plurality of files and the information indicative of
the location of each of the plurality of files to obtain a
characterization; and

distribute a plurality of segments of the electronic data,
at least some of the plurality of segments being
approximately equal in size, to the plurality of pro-
cessors based, at least in part, on the characterization,
each of the plurality of processors corresponding to at
least one of the plurality of segments and each of the
plurality of segments corresponding to at least one of
the plurality of processors; and

wherein each one of the plurality of processors is config-
ured to process each corresponding one of the plurality
of segments to identify at least one characteristic of each
corresponding one of the plurality of segments, wherein
the plurality of processors are configured to process in
parallel, and wherein each of the plurality of processors
are configured to communicate with at least one other
one of the plurality of processors.

2. The system of claim 1, wherein the controller is further
configured to create a work process for the plurality of seg-
ments of the electronic data based, at least in part, on the
characterization; and

wherein the controller is further configured to distribute the
plurality of segments of the electronic data to the plural-
ity of processors based, at least in part, on the work
process.

3. The system of claim 1, wherein the plurality of segments

account for all of the electronic data.

4. The system of claim 3, wherein the plurality of segments
is a distribution plurality of segments;

wherein the electronic data is initially divided into an initial
plurality of segments, each individual one of the initial
plurality of segments comprising at least a portion of at
least one of said plurality of files;

wherein the controller is further configured to characterize
the electronic data to obtain the characterization by iden-
tifying, for at least some of the plurality of files, seg-
ments of the initial plurality of segments to which each
one of the at least some of the plurality of files corre-
sponds; and

wherein the controller is further configured to cause the
electronic data to be divided into the distribution plural-
ity of segments based, at least in part, on the character-
ization, at least some of the distribution plurality of
segments being of different size than a size of ones ofthe
initial plurality of segments and comprising at least a
portion of at least one of the plurality of files.

5. The system of claim 4, wherein the controller is further
configured to distribute the second plurality of segments so
that each individual one of the plurality of files is wholly
contained in at least one of the second plurality of segments.
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6. The system of claim 3, wherein the characteristic iden-
tified for each corresponding one of the plurality of segments
comprises information pertaining to at least one of the plu-
rality of files corresponding to the corresponding one of the
plurality of segments.

7. The system of claim 6, wherein the information com-
prises contents of the at least one of the plurality of files.

8. The system of claim 3, wherein the information indica-
tive of the location of each of the plurality of files is file
system data.

9. The system of claim 4, wherein each of the plurality of
files has a file start; and

wherein the controller is further configured to cause the

electronic data to be divided into the distribution plural-
ity of segments based, at least in part, on alocationin one
of'the initial plurality of segments of each file start of the
plurality of files.

10. The system of claim 4, wherein each individual one of
the plurality of files has a correspondence in primary part to
one of the initial plurality of segments; and wherein the con-
troller is further configured to cause the electronic data to be
divided into the distribution plurality of segments based, at
least in part, on the correspondence in primary part of each
individual one of the plurality of files.

11. A method for conducting a forensic analysis of elec-
tronic data from an electronic storage device, the electronic
data comprising a plurality of files and information indicative
of'a location of each of the plurality of files in the electronic
storage device, comprising the steps of:

characterizing the electronic data based, at least in part, on

the plurality of files and the information indicative of the
location of each of the plurality of files to obtain a
characterization;

distributing a plurality of segments ofthe electronic data, at

least some of the plurality of segments being approxi-
mately equal in size, to the plurality of processors based,
at least in part, on the characterization, each of the plu-
rality of processors corresponding to at least one of the
plurality of segments and each of the plurality of seg-
ments corresponding to at least one of the plurality of
processors; and

causing processing with the plurality of processors of each

corresponding one of the plurality of segments to iden-
tify at least one characteristic of each corresponding one
of the plurality of segments, wherein the plurality of
processors are configured to process in parallel, and
wherein each of the plurality of processors are config-
ured to communicate with at least one other one of the
plurality of processors.

12. The method of claim 11, further comprising the steps
of:

creating a work process for each of the plurality of seg-

ments of the electronic data based, at least in part, on the
characterization; and
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wherein the distributing step is further configured to dis-
tribute the plurality of segments of the electronic data to
the plurality of processors based, at least in part, on the
work process.

13. The method of claim 11 wherein the dividing steps
further comprises dividing all of the electronic data into the
plurality of segments.

14. The method of claim 13 wherein the plurality of seg-
ments is a distribution plurality of segments, and further
comprising the steps of:

initially dividing the electronic data into an initial plurality

of segments, each individual one of the initial plurality
of segments and comprising at least a portion of at least
one of said plurality of files;

characterizing the electronic data to obtain the character-

ization by identifying, for at least some of the plurality of
files, segments of the initial plurality of segments to
which each one of the at least some of the plurality of
files corresponds; and

causing the electronic data to be divided into the distribu-

tion plurality of segments based, at least in part, on the
characterization, at least some of the distribution plural-
ity of segments being of different size than a size of ones
of the initial plurality of segments and comprising at
least a portion of at least one of the plurality of files.

15. The method of claim 14 wherein the distributing step
further comprises distributing the electronic data so that each
individual one of the plurality of files is wholly contained in
at least one of the second plurality of segments.

16. The method of claim 13 wherein the characteristic
identified for each corresponding one of the plurality of seg-
ments comprises information pertaining to at least one of the
plurality of files corresponding to the corresponding one of
the plurality of segments.

17. The method of claim 16 wherein the information com-
prises contents of the at least one of the plurality of files.

18. The method of claim 13 wherein information indicative
of'alocation of each of the plurality of files is file system data.

19. The method of claim 18 wherein each of the plurality of
files has a file start; and

wherein the causing the electronic data to be divided step

further comprises causing the electronic data to be
divided into the distribution plurality of' segments based,
at least in part, on a location in one of the initial plurality
of segments of each file start of the plurality of files.

20. The method of claim 18 wherein each individual one of
the plurality of files has a correspondence in primary part to
one of the initial plurality of segments; and

wherein the causing the electronic data to be divided step

further comprises causing the electronic data to be
divided into the distribution plurality of' segments based,
at least in part, on the correspondence in primary part of
each individual one of the plurality of files.
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